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Distributed applications

ÅHow to program networked independent sites?
ïEach site has its own code & security concerns

ïSites may interact, but they do not trust one another 

ÅCommunication abstractions can help
ïIƛŘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŘŜǘŀƛƭǎ όƳŜǎǎŀƎŜ ŦƻǊƳŀǘΣ ǊƻǳǘƛƴƎΣΧύ

ïBasic communication patterns, 
e.g. RPCs or private channels

ïSessions,
(aka protocols, 
or contracts,
or workflows) 
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Session types

ÅActive area for distributed programming

ïFrom pi calculus to web services, operating systems, ... 

ïGeneral strategy: enforce protocol compliance by typing
If all programs are well-typed, session runs follow their spec

ÅSecure implementation?

ïNeeds protection against network attackers (e.g. SSL)

ïNeeds protection from partially-trusted remote parties 

ïDefensive implementations must monitor one another,
giving up most benefits of abstraction



Compiling session types to protocols

ÅWe extend F# (a variant of ML)
with session types that express message flows

Well-typed programs always play their roles

ÅWe compile session type declarations to crypto protocols
that shield our programs from any coalitions of remote peers

Remote sites can be assumed to play their roles
(without trusting their code)
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Expressing sessions

ÅTerminology:

ïRoles: represent session participants

ïPrincipals: instantiate roles at runtime

ïMessages: consist of labels and payloads

ÅTwo ways to represent sessions:

ïAs a graph:useful for global reasoning on sessions

ïAs a collection of local roles: 
useful for the language semantics and implementation

ïThe two representations are interconvertible



Example
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A small session language
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F+S semantics

ÅThe source F+S semantics models a centralized session monitor

ïlayered semantics 
Ąroles

Ąsessions

ĄŜȄǇǊŜǎǎƛƻƴǎ όΧύ
ĄŎƻƴŦƛƎǳǊŀǘƛƻƴǎ όΧύ

ïconstitutes our global specificationfor sessions

ïdoes not exist in F, our target language



Global session integrity

ÅFor any run, 

ïfor any choice of good and bad principals,
for any session:

ïthere exists a valid path in the session graph 

ïthat is consistent with all the messages
sent and received by the good principals

ÅSession integrity holds by design in F+S 

ïGeneralizes correspondence properties (=path properties)

ÅOur compiler generates cryptographic code to enforce this in F



Global session integrity

ÅExamples that could break integrity:

2. Only possible after C sent accept

(remote party attack)
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Implementability conditions

ÅSome sessions are always vulnerable

ÅWe detect them and rule them out

ïThey can be turned into safe sessions
but only with extra messages
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Security protocol

ÅWe combine standard mechanisms

ïX509 digital signatures

ïLogical timestamps for loop control

ïAnti-replay cache

ÅPer principal, based on session identifier Hash(S, a, N) + role

ÅWhich evidence to sign & forward?



Forwarding history

ÅComplete history

ïEvery sender countersigns the whole history so far

ïEvery receiver checks signatures and
simulates the history vs. session spec

ïLarge overhead (unbounded crypto processing)

ÅWe can do much better



Visibility

ÅVisibility = minimum information needed to update local role

ïThe sequence of last labels from all peers since last message send

ïAny less information would break integrity

ÅCan be computed statically from the session graph

ïMore work for the compiler = less runtime tests

ïThis actually simplifies formal proofs!

C

Accept Confirm

Request Contract
O S

C

OC

S OOffer

AbortReject

Change

Visible:

Accept-Confirm
Visible:

1. Request-Contract

2. Change



Our session compiler

ÅGenerates interface (types for all messages)

ÅGenerates specific sending and receiving code
for each visible sequence

ïChecks exactly what is expected

ïZero dynamic graph computation

Å5000 lines in F# + dual F# libraries



5ǳŀƭ ƭƛōǊŀǊƛŜǎ ώ.CD¢Ωлсϐ

ÅCrypto library:

ÅPrincipals library:

ÅDual implementations

ïSymbolic: using algebraic datatypes and type abstraction

ïConcrete: using actual system (.NET) operations


