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Writing secure code?

Å Security relies on a precise mapping from goals to mechanisms, but

ïhigh-level security goals are often left informal

ï low-level enforcement mechanisms are complex
and hidden in system implementations (cryptography, network stack) 

ÅtǊƻƎǊŀƳƳƛƴƎ ŦǊŀƳŜǿƻǊƪǎ ŘƻƴΩǘ ƘŜƭǇ ƳǳŎƘ

ïLanguage designs and implementations predate security concerns

ï Implicit trust in the execution environment (TCB)

ÅWhat if remote hosts are corrupted?



Å Security should hold even if the environment is partly compromised

ïClassic: the opponent controls the network

ïModern: the (potential) opponent is part of the program

Å Example: Web Apps

ïThe network is untrusted

ïService security
should not depend
on the client

ïClient security should
not  depend on services
(and their interaction)

Client Machine

Client Browser

Programming with Partial Trust

Server

JavaScript Web App



OS

Application

Programming with Partial Trust

Å Security should hold even if the environment is partly compromised

ïClassic: the opponent controls the network

ïModern: the (potential) opponent is part of the program

Å Example: Trusted Computing

ïTrusted Platform Modules
(TPM)  provide HW isolation
from Apps, OS, drivers,... 

ï Inside your laptop!
Certified boot, BitLocker

ïNot used much
No programming tools?

TPM

code

input

result
signed: TPM
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Constructive Security (Goal)

Programs + Policies
Åauthorization
Åprivacy
Ådeployment

Host

Application

Server

TPM

ÅProject goal:
enable programmers to 
express and enforce strong 
security with a reasonable 
amount of effort

ÅWe design and prototype 
άǎŜŎǳǊƛǘȅ ŎƻƳǇƛƭŜǊǎέ

ÅWe obtain formally-verified 
security by construction

ïSecure subsystems

ïCertification

Å Cryptographic mechanisms 
are essential, and tricky



simple programs
+ info policies
+ distribution
authorization

Example: Cryptographic Compilers
for Information Flows

1. We relate two notions of security

ïOne simple and abstract, based on
information flow control  in programs

ïAnother more concrete,
based on cryptographic protection
for shared memory

2. We compile source programs to
local cryptographic implementations

3. We show that all source security properties 
are preserved under standard cryptographic 
assumptions

ïtǊƻƻŦǎ ǊŜƭȅ ƻƴ ƴŜǿ ǘȅǇŜ ǎȅǎǘŜƳǎ ώtht[Ωлуϐ
and global compilation invariants



This Talk

ÅProofs for cryptography

ÅSecure implementations for multiparty sessions

ÅA first verified implementation for TLS

Malo



FORMAL & COMPUTATIONAL 

CRYPTOGRAPHY
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Two Models for Cryptography

Å Models are needed to design and analyze protocols;
models may hide important flaws of the real system.

Å Two approaches have been successfully applied to 
protocols and programs that use cryptography

Formal, or symbolic approach (Needham-Schroeder, Dolev-¸ŀƻΣ ΦΦΦ ƭŀǘŜ тлΩǎύ

ïStructural view of protocols, using simple formal languages,
and methods from logic, programming languages, concurrency

ïCompositional, good tools, scales to large systems (IPSEC, Web Services)

ïToo abstract?

Computational approach(Yao, Goldwasser, Micali, RivestΣ ΦΦΦ ŜŀǊƭȅ улΩǎύ

ïConcrete view: messages are ensembles of bitstrings

ïAdversaries range over probabilistic Turing Machines

ïDelicate (informal) reduction proofs, with scalability issues

ïMore accurate, more widely accepted



Formal Computational Cryptography

Å How to get the best of both worlds? 
ïWe need some combination to verify large cryptosystems

ï Can we carry over results and tools from one model to the other?

Soundness property (desired)

άLŦ ŀ ǎŜŎǳǊƛǘȅ ǇǊƻǇŜǊǘȅ Ŏŀƴ ōŜ ǇǊƻǾŜŘ ƛƴ ŀ ŦƻǊƳŀƭ ƳƻŘŜƭΣ
ǘƘŜƴ ƛǘ ƘƻƭŘǎ ƛƴ ŀ ŎƻƳǇǳǘŀǘƛƻƴŀƭ ƳƻŘŜƭέ

Å We design cryptographically sound abstractions for security

ï For high-level programming languages, type systems, communications...

ï Not necessarily for formal cryptography
We care about security properties (not implementation details)

Å We develop automated verification tools for computational cryptography



CertiCrypt

Å Machine-verified proofs for computational cryptography

ïCryptographic proofs are often informal and controversial
άLƴ ƻǳǊ ƻǇƛƴƛƻƴΣ Ƴŀƴȅ ǇǊƻƻŦǎ ƛƴ ŎǊȅǇǘƻƎǊŀǇƘȅ ƘŀǾŜ ōŜŎƻƳŜ ŜǎǎŜƴǘƛŀƭƭȅ 
ǳƴǾŜǊƛŦƛŀōƭŜΦ hǳǊ ŦƛŜƭŘ Ƴŀȅ ōŜ ŀǇǇǊƻŀŎƘƛƴƎ ŀ ŎǊƛǎƛǎ ƻŦ ǊƛƎƻǊέ
(M. Bellareand P. Rogaway)

ïWe have formalized (as a coq library) common proof techniques
used by cryptographers: games, polynomial-ǘƛƳŜ ŀŘǾŜǊǎŀǊƛŜǎ ώtht[Ωлфϐ



SECURE IMPLEMENTATIONS FOR

MULTIPARTY SESSIONS 
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Secure Programming

ÅHow to program networked independent sites?

ïLittle control over the runtime environment

ïCan we trust remote machines?

ÅCommunication abstractions can help
ïSimple patterns: RPC

ïGeneral, programmable patterns: Sessions
(also known as protocols, contracts, workflows)

c cs
Query Response



Global Sessions

ÅSessions specify fixed message flows between roles

ïWe use graphs, with roles as nodes and labelledmessages as edges

ÅExample:  a session with 3 roles
ïA client issuing a request; an authorization proxy; and a web server

c wp
{c,p,w,q} Request {c,p,w,q}

c

pw

Forward {c,p,w,q} {x} Reply {x}

Audit {c,p,w}

{d} Details {d}

{o} Retry {o}

Resume {q}



From Sessions to Cryptographic Protocols

Executable code
declaration

Session 
declaration protocol code (ML)

Generated
protocol code (ML)

Application program
using sessions  (ML)

NetworkingNetworkings2ml 
Session Compiler

CryptographyCryptography

F# Compiler

1. Well-typed programs play their role. (Functionality.)

2. Programs using our generated code can safely
assume that remote peers play their role
without trusting their code. (Security.)



Proxy Example

c wp
{c,p,w,q}Request{c,p,w,q}

c

pw

Forward{c,p,w,q} {x}Reply{x}

Audit{c,p,w}

{d}Details{d}

{o}Retry{o}

Resume{q}

This applies to 
principals too

Values have 
scopes, with 
specified 
reads and 
writes



Proxy Example

c wp
{c,p,w,q}Request{c,p,w,q}

c

pw

Forward{c,p,w,q} {x}Reply{x}

Audit{c,p,w}

{d}Details{d}

{o}Retry{o}

Resume{q}

SessionProxy=

var q: string (* query *)
var x: string (* reply *)

var d: string (* details *)
var o: string (* objections 

*)

role c = 
sendRequest{c,p,w,q};
recvReply{x}

role p =
recvRequest{c,p,w,q} ->
send

( Forward
+ Audit;

loop:

recvDetails{d} ->
send( Retry{o}; loop

+ Resume))

role w =
ώΧϐ

Source file Proxy.session

p

Request{c,p,w,q}

p

Forward

Audit Details{d

}

{o}Retr
y

Resum
e

p

p p

Role 
Projection

Local state for p



Generated Interface for Proxy

p

Request{c,p,w,q}

p

Forward

Audit Details{d

}

{o}Retr
y

Resum
e

p

p p

SessionProxy=

όΧύ
role p =
recvRequest{c,p,w,q} ->

send
( Forward
+ Audit;

loop:
recvDetails{d} ->
send( Retry{o}; loop

+ Resume))

όΧύ

type var_c= C of principal

type var_p= P of principal
type var_w= W of principal
type var_q= Q of string

type var_x= X of string
type var_d= D of string
type var_o= O of string

(* Proxy function for role p *)
type result_p= string
type msg3= {

hRequest: (var_c* var_p* var_w* var_qҦ msg4)}
andmsg4= 
| Forwardof (result_p)

| Audit of (msg6)
andmsg6= { hDetails: (var_dҦ  msg7)}
andmsg7= 
| Retryof (var_oҦ msg6)

| Resumeof (result_p)

valp : principalҦ  msg3Ҧ result_p

Source file Proxy.session Generated file Proxy.mli

Each role is compiled 

to a role function 
that  expects 

continuations to 
drive the session 

(CPS style).

The continuations 

are constrained by 

the generated types.



Protocol Design

ÅWe compose standard techniques:
ï Nonces, anti-replay cache

ï asymmetric crypto 
for key establishment

ï cryptographic hashes
for value commitment

ï series of MACs
for authentication

ÅOur protocol compiler
determines local
states and actions
ï what to MAC or hash;

ï which data to forward;

ïǿƘƛŎƘ ŎƘŜŎƪǎ ǘƻ ǇŜǊŦƻǊƳΧ ƛƴ ŀ ƳƛƴƛƳŀƭ ǿŀȅ



Session Integrity

Å In a given run:

ïprincipals run any number of sessions;

ï the adversary controls the network, dynamically corrupt principals.

Å Security is specified using events:

ïSend f (p,s,x) for each sent message

ïRecvf (p,s,y) for each received message

ïLeak (p) for each corrupted principal p

Å Theorem:
For any run of a system, 
For any session identifier,
there is an instance of a session declaration that (exactly)
matches the events recorded by non-corrupted principals.



Refined interfaceRefined interface

Executable code

Declaration
Session 

Declaration Generated
protocol code 

(ML)

Application code
using sessions

Refined interfaceRefined interface

ConcreteConcrete
OpenSSL

Session integrity

s2ml 
Session

Compiler

ConcreteConcrete
.Net

SymbolicSymbolic

F7 & Z3 
Typing & 
Proving

F#Compiler

Cryptographic and networking libraries

Automated proof by generation & verification
ƻŦ ƎǊŀǇƘ ƛƴǾŀǊƛŀƴǘǎ ŀǎ ǊŜŦƛƴŜƳŜƴǘ ǘȅǇŜǎ ώ/{CΩлуϐ 

ïno need for lengthy handwritten proofs

ïno need to trust our (complex) protocol compiler implementation



TLS IN F#
VERIFIED PROTOCOL IMPLEMENTATIONS
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Cryptographic Protocols Go Wrong

Å Both design and implementations

ïMost standards got it wrong once or twice (SSL, SSH, IPSEC, 802.11)

ï Implementation details matter! 

Å Recently:

ïYŜǊōŜǊƻǎ ό!ǳƎǳǎǘΩлрύ 

ïGoogle single-sign-ƻƴ όWǳƴŜΩлтύ

Security testing does not help much

ïHow to test for all attack scenarios?

Independent expert review may help

ïE.g. mandatory Crypto Board review for any non-standard crypto

ïStill, more an art than a science, and a limited resource
Do I need a new review before submitting any code change?



Specs, Code, and Formal Models

TLS Kerberos

WS-Security
IPsec

SSH

Protocol Standards

Protocol Implementations and Applications

C/C++

Java

ML

C#

F# Ruby

Symbolic Analyses

ProVerifόΨлмύ

Casper

Cryptyc, F7

AVISPA
Applied-
Pi

Computational Analyses

CryptoVerifόΨлсύ

Hand Proofs

C{нt± όΨлсύ C{н/± όΨлуύ

NRL

Athena

Scyther



Verifying Reference Implementations

Computational 
Crypto Model

Protocol CodeProtocol Code

Applications 

Crypto, Net
Concrete Libraries

Crypto, Net
Symbolic Libraries

Interoperability 
Testing

Compile

Network

Compile

Other 
Implementations 

Symbolic 
Debugging

Run Run No Attack

Verify
Diverges

Attack

Symbolic 
Verification

Security Security 
Goals

Proof

Verify
No Proof

Computational 
Verification


